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Legal basis: Article 25 of Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18 December 2000 on the protection of individuals with regard to the processing of personal data by the Community institutions and bodies and on the free movement of such data (1)
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INFORMATION TO BE GIVEN(2)

	(2) Please attach all necessary backup documents


	 1/ Name and address of the controller

Agency for the Cooperation of Energy Regulators (the ‘Agency’)
Trg republike 3
SI-1000 Ljubljana
Slovenia
 

	 2/ Organisational parts of the institution or body entrusted with the processing of personal data 

The Agency’s department in charge of processing of personal data is the Market Monitoring Department, in the person of:

Mr Volker Zuleger, Head of Market Monitoring Department, 
Postal address: Agency for the Cooperation of Energy Regulators (ACER)
Trg republike 3
SI-1000 Ljubljana, Slovenia
E-mail: Volker.Zuleger@acer.europa.eu  
Phone: +386 (0) 820 04 618


	 3/ Name of the processing 

The processing - collecting, storing, analysing and sharing - of data through the Agency REMIT Information System (“ARIS”).


	 4/ Purpose or purposes of the processing 

The purposes of the processing is for the Agency to comply with its obligations pursuant to the REMIT Regulation.[footnoteRef:1]  The following is an overview of the Agency’s obligations pursuant to REMIT and a description of ARIS. [1:  Regulation (EU) No 1227/2011 of the European Parliament and the Council of 25 October 2011 on wholesale energy market integrity and transparency (“REMIT”).  See supporting document 1.] 


I. Legal framework: the Agency’s obligations pursuant to REMIT

a. Tasks entrusted to the Agency 

The Agency is notably entrusted by REMIT with the following tasks :

· Data collection 

According to Article 8(1) of REMIT, market participants or a person or authority listed in points (b) to (f) of paragraph 4 on their behalf, shall provide the Agency with a record of wholesale energy market transactions, including orders to trade. 

The information reported shall include the precise identification of the wholesale energy products bought and sold, the price and quantity agreed, the dates and times of execution, the parties to the transaction and the beneficiaries of the transaction and any other relevant information.

Further, according to Article 8(5) of REMIT, market participants shall provide the Agency and national regulatory authorities (“NRAs”) with information related to the capacity and use of facilities for production, storage, consumption or transmission of electricity or natural gas or related to the capacity and use of Liquefied Natural Gas Facilities, including planned or unplanned unavailability of these facilities, for the purpose of monitoring trading in wholesale energy markets. 

The scope and details for the data to be reported to the Agency is defined by the European Commission in the REMIT Implementing Regulation[footnoteRef:2] (the “IR”), and notably in the tables annexed therein.  [2:  Commission Implementing Regulation (EU) No 1348/2014 of 17 December 2014 on data reporting implementing Article 8(2) and Article 8(6) of Regulation (EU) No 1227/2011 of the European Parliament and the Council of 25 October 2011 on wholesale energy market integrity and transparency. See supporting document 2.] 


In accordance with Article 12 of the IR, the first phase of data collection will start on 7 October 2015.

· Monitoring

According to Article 7 of REMIT, the Agency shall monitor trading activity in wholesale energy products to detect and prevent insider trading and market manipulation. 

The Agency shall at least on an annual basis submit a report to the European Commission on its activities under REMIT (Article 7(3) of REMIT). 

· Data sharing

Under Article 10(1) of REMIT, the Agency shall establish mechanisms to share information it receives in accordance with Article 7(1) and Article 8 with NRAs, competent financial authorities of the Member States, national competition authorities, ESMA and other relevant authorities. 

Article 10(2) provides that access to data shall be granted only to authorities which have set up systems enabling the Agency to meet the operational reliability requirements of Article 12(1) of REMIT. 

Furthermore, Article 7(2) of REMIT provides that, in order to cooperate at regional level and with the Agency in carrying out the monitoring of wholesale energy markets at EU level, NRAs shall have access to relevant information held by the Agency (i.e. relevant trades and fundamental data). 

In a nutshell, in view of the existing separation of tasks under REMIT, the Agency is thus expected to collect the necessary data (trades and fundamental data) for assessing and monitoring wholesale energy markets, and to share the collected data with relevant authorities, and notably the NRAs. 


b. Confidentiality and professional secrecy

According to the requirements set out in Article 12(1) of REMIT, the Agency shall ensure the confidentiality, integrity and protection of the information collected under REMIT. An equivalent obligation applies to the authorities receiving such data from the Agency. 

In accordance with Article 17(1) of REMIT, any confidential information received, exchanged or transmitted pursuant to this Regulation shall be subject to professional secrecy conditions detailed in this Article. 

Confidential information received in compliance with REMIT may not be divulged to any other person or authority, except in summary or aggregate form such that an individual market participant or market place cannot be identified, without prejudice to cases covered by criminal law, other provisions of this Regulation or other relevant Union legislation (Article 17(3) of REMIT).


II. ARIS: a multi-tier information system 

ARIS is a comprehensive, secure and reliable IT solution used by the Agency for the support of REMIT data collection and processing (storage, analysis and sharing). 

ARIS is a multi-tier distributed system created by the Agency, in which each subsystem performs a different phase of the whole data-workflow (collecting, storing, screening, sharing). Each of the following Tiers is designed in such a way that it is independent from the others :

· Tier 1 of ARIS will support the collection of the reported trade and fundamental data. 
· Tier 2 of ARIS is the main database, where all the reported trade and fundamental data will be stored. 
· Tier 3 of ARIS is the market monitoring system, which will screen and analyse the data collected and processed in Tiers 1 and 2, in order to identify anomalies that might constitute possible market abuses (i.e. suspicious events). Through a number of alerts, it will notify the Agency’s Surveillance Experts in the Market Monitoring Department of such cases. The market monitoring system will also be used for supporting investigations conducted by NRAs in coordination with the Agency.
· Tier 4 of ARIS is the data sharing system. This Tier will be used by the Agency to share the information held in ARIS with NRAs, competent financial authorities of the Member States, national competition authorities, ESMA and other relevant authorities. This tier may also be used for additional data analysis, reporting and archiving, and for the publication of certain aggregated information according to Article 12(2) of REMIT.
From the 7 of October onwards, the Agency will use ARIS to start collecting transactional and fundamental data, storing and analysing them, as well as sharing these data with the relevant authorities, in compliance with REMIT. 


	 5/ Description of the category or categories of data subjects 

The following categories of data subjects can be identified:

· Group 1 –  Agency’s staff members who will be registered as authorised users of ARIS;
    
    and NRAs’ staff members authorised to use ARIS Tier 4 to receive data from the Agency. 


· Group 2 – The Registered Reporting Mechanisms (“RRMs”), since all transactions reported under REMIT must be submitted to ACER through such reporting mechanisms[footnoteRef:3]. The processing, by the Agency, of data relating to the natural persons registered as RRMs has already been notified to and internally registered by the Agency’s Data Protection Officer on the 22 December 2014. This was communicated to the EDPS for information purposes. As a consequence, the Agency will not mention the Group 2 of data subjects in the below sections of the present notification. [3:  Details can be found on the Agency’s REMIT portal: https://www.acer-remit.eu/portal/list-of-rrm. ] 



· Group 3 – The persons, in case they are natural persons, on which RRMs report data to the Agency, in the framework of the transactional and fundamental data collection, i.e. the Market Participants (“MPs”), who entered into transactions/trades to be reported pursuant to Article 8 of REMIT. 


	 6/ Description of the data or categories of data


The Agency will process the following personal data of the NRAs’ and Agency’s staff members (Group 1):
· Full name of the staff member;
· Organisation concerned;
· Professional title of the staff member;
· Function in relation to the use of ARIS;
· Contact details of the staff member (Business Address, Phone and Email).


The Agency will process the following personal data of the Market Participants (Group 3): 
· ID of the market participant :
· ACER CODE (unique identifier for registration purposes granted by the Agency).
As required by Article 9(2) of REMIT, each MP registered under REMIT will be issued a unique identifier (the "ACER CODE"). The ACER CODE enables MPs to report data under Article 8 of REMIT.
· BIC (Bank Identifier Code of the MP);
· GLN/GS1 - (Global Location Number of the MP within the GS1 coding scheme).

· The login username or trading account of the MP


	 7/ Information to be given to data subjects

Groups 1 and 3 of data subjects provide themselves their personal data to the Agency, either directly (Group 1), either through a third party acting on their behalf (RRM) (Group 3). 

In compliance with Section 4 of Regulation (EC) No 45/2001, these data subjects will be informed that their data will not be publicly available and a data privacy statement will be included:

· For NRAs and Agency’s staff members (Group 1), in the “Privacy Statement- ARIS” to be consulted and accepted by ARIS’ users when activating their user account (see supporting document 3); 

· For MPs (Group 3), in the “Privacy Statement- ARIS” related to data collection published on the REMIT portal, (see supporting document 4). 

In these data privacy statements, the Agency will provide data subjects with information on:

· The identity of the controller in practice, and his/her contact details;
· The purpose of the processing; 
· The lawfulness of the processing operation; 
· The recipients of the data processed; 
· The categories of data collected and processed; 
· Data storage and data retention policy; 
· Data subjects’ rights. 


	 8/ Procedures to grant rights of data subjects 

The rights of data subjects are defined by Regulation (EC) No 45/2001. In particular, data subjects have the right of i) access, ii) rectification, iii) blocking of data, and iv) erasure (if such needs arise and are duly supported by evidence) of their personal data. 

The data privacy statements mentioned in Section 7/ above make a reference to the data subjects’ rights as defined by Regulation (EC) No 45/2001, and recall data subjects that they can exercise them contacting/consulting either (i) the Agency’s controller; (ii) the Agency’s data protection officer; or (iii) the European Data Protection Supervisor, using the contact details provided therein.


	 9/ Automated / Manual processing operation 

The personal data processed through ARIS, which is an IT-information system, are subject to automated processing operation.

Only the transfer of data to another competent authority not having access to ARIS, as provided for by REMIT cooperation obligations, might be realised manually (by secured post).  


	 10/ Storage media of data

The data processed in ARIS is stored in the application’s database. The ARIS application is hosted in the Agency’s Data Centre at which the services are provided by an external supplier under a Framework Contract. 

The user data of ACER’s staff and NRA’ staff is also registered in the database of the Agency’s Service Management tool, used by the ARIS Central Service Desk (CSD) agents in order to identify and verify users’ identity when the latter request support via phone and/or email.

The personnel authorised to access and process the data is strictly limited to duly authorised ACER or NRAs’ staff. External contractors are bound by the confidentiality rules and data protection provisions established according to the Framework Contracts in place.

All data is stored by an external contractor on magnetic and SSD (solid-state drive) storage media. In order to protect the data in case of a natural disaster, the data will be stored at two different secure premises.


	 11/ Legal basis and lawfulness of the processing operation 

In line with Article 5 (a) and (b) of Regulation (EC) No 45/2001, the processing is necessary for compliance with a legal obligation to which the controller is subject pursuant to a Regulation of the European Parliament and of the Council (REMIT), adopted on the basis of the Treaty on the Functioning of the European Union. 

The legal basis (stemming from the REMIT Regulation) of the processing operation through ARIS are extensively described in Section 4/ of this document. 


	 12/ The recipients or categories of recipient to whom the data might be disclosed

In line with the purposes of data processing, personal data in ARIS might be disclosed to the following recipients or categories of recipients: 

For the NRAs’ staff data (Group 1) :

· Authorised staff of the Agency working at the Market Monitoring Department, the Head of the Market Monitoring Department and the Agency’s Director.

For Agency’s staff data (Group 1): personal data will remain internal and be only disclosed to authorised staff of the Agency working at the Market Monitoring Department, the Head of the Market Monitoring Department and the Agency’s Director.

For MPs (Group 3): 

· Authorised staff of the Agency working at the Market Monitoring Department, the Head of the Market Monitoring Department and the Agency’s Director;

· Authorised staff from the NRAs, in the framework of data sharing;

· Other competent authorities with which the Agency is required pursuant to Article 10(1) of REMIT to share information it receives:
· Competent financial authorities;
· National competition authorities;
· The European Securities and Markets Agency (ESMA);
· Other relevant authorities. 
On an exceptional basis and after the Agency’s prior consent, personal data of Groups 1 and 3 might also be disclosed to the following entities:

· Contractors responsible for the development and maintenance of ARIS; 
· Contractors providing hosting services for ARIS; and
· Contractors managing the Central Service Desk of the Agency. 

Disclosure of personal data to the above entities is realised in the execution of Framework and Specific Contracts. Contractors are bound by the confidentiality rules and data protection provisions established therein. 

If appropriate, access may be given to the European Court of Auditors, the European Ombudsman, the European Data Protection Supervisor, the General Court of the European Union, the European Court of Justice, the Civil Service Tribunal, and the European Anti-Fraud Office (OLAF). 


	 13/ Retention policy of (categories of) personal data 

The data retention period for data subjects of Group 3 is foreseen for 10 years after their deletion from the Central European Register of Energy Market Participants because they are no longer entering into reportable transactions.

The data retention period for NRAs’ and ACER’s staff data is foreseen for 10 years after deletion of the account in order to preserve the information related to audit trails, system usage, etc. Indeed, these data may be important in case of future potential investigation or other legal proceedings. 

Different limitation periods for the prosecution of breaches of REMIT are applicable across the European Member States. As a result, it is necessary to retain the data for a period long enough for NRAs to prosecute such breaches. 


	 13 a/ time limits for blocking and erasure of the different categories of data 
(on justified legitimate request from the data subject)

Personal data will be erased after a 10 years period (for more information on data retention period please see Section 13/ above). This is without prejudice to the data subjects’ rights to request the blocking or erasure of their data before the expiry of this 10 years period if they are legitimate to do so pursuant to Regulation (EC) No 45/2001.  


	 14/ Historical, statistical or scientific purposes 

Not applicable


	 15/ Proposed transfers of data to third countries or international organisations

Not applicable. 


	 16/ The processing operation presents specific risk which justifies prior checking 

Not applicable. 


	 17/ Comments



	 18/ Measures to ensure security of processing (3)
these measures are described in Article 22 of Regulation 45/2001. 

ARIS’ users interact with the system through three main interfaces, according to the role they have in the reporting workflow, and all communications comply with a security protocol which guarantees secure connections and avoids sensitive information to be distributed to not-allowed people/organisations.

According to the requirements set out in Article 12 of REMIT, the Agency shall ensure the confidentiality, integrity and protection of the information collected under REMIT. Hence, ARIS must be operationally reliable. In particular, the Agency shall take all necessary measures to prevent any misuse of, and unauthorised access to, the information maintained in ARIS.
The Agency has implemented appropriate technical and organisational measures to ensure a level of security appropriate to the processing of data in ARIS :

· Authentication of users before they can access any data in ARIS;
· Authorisation of users to access only the data they should have access to;
· Maintenance of an audit trail of every login to the system as well as of the history of any modifications, alterations or deletions;
· Use of encrypted communication channels for the transmission of data;
· Compliance to the REMIT Information Security Policy.




	

PLACE AND DATE: Ljubljana, Slovenia; 13 July 2015

DATA PROTECTION OFFICER: Kate Bousfield-Paris

INSTITUTION OR BODY: Agency for the Cooperation of Energy Regulators 



8

